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ABSTRACT

The paper treats the foundations of IT risks, in the framework delimited and expressed by
some specific business characteristics, as availability, access, accuracy and agility. This
elements have different representations, depending of various levels of analyze; for
example - business executives which attempt to determine the most important items and the
relative risk tolerance across different units or processes, while operational managers
examine how the weakness and vulnerability can be regarded and mitigated in real time.
The multilayered approach offer some advantages, as: creating strong connections at
different levels of organization to work better, allowing to managers at different levels to
make decisions based on the overall risk view at their level of decision, creating the solid
basis to set up risk policies and standards for every level of organization. A modern vision
of IT risk in an information society implies making connections between IT risk and the risk
governance process, in a general framework of IT governance. The authors propose some
directions for executives and for operational managers to improve and to implement IT risk
governance process and consequently, the adoption of a key practices in the field of IT
financial-banking sector.

KEYWORDS: IT risk, business executives, operational managers, risk governance
process, key practices.

JEL CLASSIFICATION: M15, G32.

REFERENCES

Boehm, B. (1991). “Software Risk Management: Principles and Practices”, IEEE Software,
Vol. 8, No. 1, January 1991

Ciocoiu, C. N. (2008). Managementul riscului. Teorii, practici, metodologii, Editura ASE,
Bucuresti

Composite Software (nd). online: http://www.compositesw.com/solutions/business/data-
virtualization-business-intelligence/Perks, J., Hyde, J., Falconer, A. (2009), Study on


http://www.compositesw.com/solutions/business/data-virtualization-business-intelligence/
http://www.compositesw.com/solutions/business/data-virtualization-business-intelligence/

Proceedings of the 10" International Conference INVESTMENTS AND ECONOMIC RECOVERY,
26 — 28 May, 2011, Bucharest, ROMANIA

Risk Governance of European Critical Infrastructures in the ICT and Energy Sector,
European Commission

Renn, O. (2008). Risk Governance: Coping with uncertainty in a complex world, Earthscan
Publishing House, London, UK

Reifer, J. (1993). Software Management, Fourth Edition, IEEE Computer Society Press,
John Wiley & Sons Inc Publishing House, New Jersey, USA

Walker, G. Whittle, R. Medd, W. & Watson, N. (2010). Risk Governance and Natural
Hazards,CapHaz-Net WP2 Report, Lancaster Environment Centre, Lancaster
University, Lancaster, (available at: http://caphaz-net.org/outcomes-results/CapHaz-
Net WP2_Risk-Governance.pdf)

Westerman, G. (2004). Building IT Risk Management Effectiveness, MIT Center for
Information Systems Research, USA

Westerman, G., Hunter, R. (2007). IT Risk, Harvard Business School Press, USA

IRGC (International Risk Governance Council) (2005). Risk governance toward an
integrative approach



